
LUKAS. NACE,
GUTIERREZ & SACHS, LLP
1650 TYSONS BOULEVARD, SUITE 1500

MCLEAN, VIRGINIA 22102

703 584 8678 • 703 584 8696 FAX

WWW.FCCLAW.COM

RUSSELL D. LUKAS

DAVID L. NACE

THOMAS GUTIERREZ'"

ELIZABETH R. SACHS'"

DAVID A. LAFURIA

PAMELA L. GIST

TODD SLAMOWITZ'"

TODD 8. LANTOR'"

STEVEN M, CHERNOFF*

KATHERINE PATSAS*

CONSULTING ENGINEERS

ALI KUZEHKANANI

LEILA REZANAVAZ

OF COUNSEL

GEORGE L. LYON, JR.

LEONARD S. KOLSKY·

JOHN C1MKO*

J. K. HAGE Ill'"

JOHN J. MCAVOY'"

HON. GERALD S. MCGOWAN'"

TAMARA DAVIS BROWN'"

*NOT AOMlTIEO IN VA

February 27,2009

Marlene H. Dortch, Office of the Secretary
Federal Communications Commission
445 12'h Street, SW
Suite TW-A325
Washington, D.C. 20554

Writer's Direct Dial
(703) 584-8665

pgist@fcc1aw.com

Re: EB Docket No. 06-36
Annual 47 C.F.R. § 64.2009(e) CPNI Certification for 2008

Giles-Craig Communications, Inc.
Form 499 Filer ID 809805

Dear Ms. Dortch:

On behalfofGiles-Craig Communications, Inc., and pursuant to Section 64.2009(e) ofFCC
rules, there is submitted herewith the carrier's Amended and Superseding CPNI certification for
2008 with accompanying statement.

Should any questions arise regarding this submission, please contact the undersigned.

Very truly yours,

Pamela 1. Gist

Enclosures
cc: Enforcement Bureau, FCC (2)

Best Copy and Printing, Inc. (1)



GilM-Craig ComJlluDieatiOllJ, Inc:.
P.O. 801 190

:Pembroke, Virginia ;&4136

Amended and S\lpeI'IIeding
Annual 47 C.F.R. § 64.1009(e) CPNI Ctrtif"lClltilm

EB Docktt No. O&-36

Annual 64.2009(e) CPNI Celtification for 2008

Date filed: February 27, 2009

Name ofcompany covered by this certification: Giles-Craig COllln1unioations, IDe., a subsidilll'Y
ofPembroke Telephone Coop«lItive

Form 499 Filer ID: 809805

CERTIFICATION

1, Donald M. Caldwell, certify1hat I am an officer of the~y named above, and
acting as an lIllent oflhe company, 1hat I have peraonal knowledge that the~y bas establillbed
operatiIJg procedul'6!lthat are adequate to emure compliance with the Commiaaion's CPNJ rules. See 47
C.F.R § 64.2001 01 S09.

Attached to this certification is an accompanying slatement explaining how the company's
procedures eIl8UtC that the company is in COlllpliance wifu fue reqWre\1lents set furIh in sec:tion 64.2001 01
31'q. ofthe COI1IIltission's rnIes.

The company bas not takeI! any actions (proeeedings instituted or petitions filed by a company at
eilher stlIte commisaions. the court system. or at the Commia!li.on) a&ainst data brokers in the past year.

The following is intbrmation the company has with reapect to the processes pretex.ters are
using to attempt to access CPNI, and [ifany] what steps catriers are taking to protect CPNI: The
company has fuund that pretexters attempt to access CPNl through phone calls and customer
impersonation. The company's use ofpasscodelpin..code to properly authenticate customers, plus
additional validation proeedures. protects CPNI. Ifadequate verification is not provided, no
infurmation is supplied to~ caller. Requested information may be mailed to the address of
record, as well as a letter to confirm request.

The company has not received any customer complaints in the past year concerning the
1lIIIIIItilorized release ofePNI.



GIL~S=CRAIG COMMUNICATIONS, INC.
1i\R,€1

PEMBROKE TELEPHONE COOPERATIVE
STATEMENT OF FCC CPNI RULE COMPLIANCE

This statement serves to explain how Pembroke Telephone Cooperative (the Company) is
complying with Federal Communications Commission ("FCC") rules related to the
privacy of customer information. The type of information for which customer privacy is
protected by the FCC's rules is called "customer proprietary network information"
("CPNI"). The FCC's rules restricting telecommunication company use of CPN! are
contained at Part 64, Subpart U of the FCC's rules (47 C.F.R. §§ 64.2001-2009).

1. Integrated Nature of CPNl'ractices

The Company is a family of affiliated companies providing telecommunications services.
FCC rules require that the Company has separate affiliates for some services, but allows
those separate affiliates to have common employees. Pembroke Telephone Cooperative
is made up of the incumbent local exchange company, a long distance subsidiary and
lntemet group. Customers may not always be aware that different, individual affiliates of
the Company provide them with specific telecommunici1tions services. The Company's
affiliates include the following companies:

Giles-Craig Communications, Inc

No matter which of the Company's affiliates provides, a service, the employees of a
single affiliate may provide customer service and support to the customers of the other
affiliates. In other cases, employees may be dedicated to a single Company affiliate but
still rely on operational support systems common to all of the Cornpmy's affiliates.
Thus the Company's practices for complying with the FCC's CPNI rules are on an
inte~ated Company basis, References to "employees" in this document refer to
employees of the Company as a whole.

2. CPNl Compliance Officer

In addition to the specific matters r~uired to be reviewed and approved by the
Company's CPN! Compliance Officer, employees ~~ agents ~e s1rongly encouraged to
b . d all other questions issues or uncertamties regarding the use, disclosure, or
nng anty anCp"rr to the attenti~n of the Company's epN! Compliance Officer for

access 0 '" ' hi h am ula ro riate investigation, review and guidance. The ~xtent to w cap ~ ar
e:'pl~ee or agent brought a CPNI matter to the ~ttentIO~ of t:he ~PNI C?~p~ance
Offi and received appropriate guidance is a matenal consideration ~ any dlsclplmary
acti~:rbrought against the employee or agent for impermiSsible use, dIsclosure or acceSS

to CPNI.

3. Identification qf Services Afft\Cted by CPNI Rules

The Com any has established procedures and trained e~pl?yees to. recognize the

d
''''' t typPeS of telecommunications and non-telecornmumcatlons serYlces that affect
lueren "

how the Company uses CPNI. These services are:

1
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I'sembrEokMEeTeJOl'hone Cooperative and Giles-Craig Communications, Inc.
TAT NT OF FCC CPNI RULE COMPLIANCE

Telecommunications Services;

Local (ILEC)
Interexchange (long distance) ..
Comm&cial Mobile RadiI) Services (Wireless)

Non-telecommunications Services

Internet
Voice Mail
Inside Wiring
CPE (Customer Premise Equipment)

4. Use of erNl Is Restricted

The Company recognizes that CPN! includes information that is perSOnal and
individually identifiable, and that pnvacy concerns have led Congress and the FCC to
impose restrictions upon its use and disclosure, and upon the provision of access tt;> it
by individuals or entities iuside and outside the Company.

The Company has designated a CPNI Compliance Officer who is responsible for: (1)
communicating with the Company's attorneys and/or consultants regarding CPNI
responsibilities, requirements. and restrictionS; (2) supervising the training of
Company employees and agents who use or have access to CPNI; and (3) receiving,
reviewing and resolving any questions or issues arising within the Company
regarding use, disclosure, or provision of access to ePNI.

Company employees and agents that may deal with CPNI have been informed that
there are substantial federal restrictions upon CPNI use, distribution and access. In
order to be authorized to use or access the Company's CPNI, employees and agents
must receive training with respect to the requirements of Section 222 of the
Communications Act and the FCC's CPNI Rules (Subpart U of Part 64 of the FCC
Rules).

5. Permissible Uses of epN!

Company employees and agents are strictly prohibited from using CPNI, and from
providing CPNI to individuals or entities inside or outside the Company, except as

follows:

1. The Company may, after' receiving an appropriate reque~t fro~ a customer,
disclose or provide the customer's CP:NX to any person or entity deSignated by the
customer. .
2. In the absence of an appropriate written request from the customer, the Company
may provide the customer's phone records or other CrNl to a law enforcement
agency only in response to a warrant or subpoena that specifies the particular erNI to

be furnished.



Pelllbroke lelephon. Cooperative and Giles-Craig COmmunications, Inc.
STATEMENT OF FCC ePNI RULE COMPLlANCl::

3. The Company may use, disclose or permit access to CPNI to provjde the same
category of telecommunications service to a customer from which the CPNI is
derived. 1'0r example, the Compl!\lly may use the CPNl from its provision of local
exchange servjce to a customer to provide or merket'new, additional or modified local
exchange service offerings to' the customer. Likewise, the Company may use the
erNl from its provision of long distance toll service to a customer to provide or
market new, additional or modified long distance toll service offerings to the
customer.

4. The Company and its authorized employees may use, disclose or pennit access to
CPNI to provide services. necessary to, or used in, the provision of the
telecommunications service from Which the CPNI is derived.

a. The FCC has noted the pUblishing of directories as an example of this permitted
use.

b. The FCC has indicated that telecommunications cerriers may use, disclose or
pennit access to CPNI, without customer approval, to provide inside wiring
installation, maintenance, and repair services.

c. The FCC has stated that local exchange carriers and commercial mobile radio
service providers may use' CPNI, witho1.lt customer approval, to market "adjunct­
to-basic" services such as speed dialing, computer-provjded directory assistance,
call monitoring, call tracing, call blocking, call return, repeat dialing, call
tracking, call waiting, caller ID, call forwarding, and certain Centre" feamres.

d. Any other use, disclosure or provision of CPNlunder this "necessary to or used
in the provision of' category must be expressly approved in writing by the
Company's ePNI Compliance Officer.

5. The Company, its authorized employees and its billing agent may use CPN! to
initiate, render, bill and collect for telecommunicatiQus services.

6. The Company may use CPNI to protect the Company's rights or property, and to
protect users and other carrie:s ~rom fra~u1ent; ab~ive or i1le~aI ~e of (or
SUbscription to) the telecommunteatlous service from which the ePNI IS denved.

7. The Company may use, dis~lose, ~r pennit access ~o CJ'!'IT derived from i;S
provision of local exchange semce or mterexchange Setvlce, WlthOUt the custome; s
approval, to provide customer premises e,quipment. ("CPE"), call answering, vOice
mail or messaging, voice storage and retrieval ServIces, fall: store and forward, and
protocol conversion.

8. If a customer s1.lbscribes to more than one category o~ servic~ offere~ .by the
Company, the Company is permitted to sharI! Cl'Nl among Its affiliated entitles that
provide a service offering to the customer.
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STATEMENT OF FCC CPNI RULE COMPLIANCE

If a customer does not subscribe to more than one offering by the Company, the
Company is not permitted to share CPNI with its affIliates without the customer's
consent pursuant to the notice and approval procedures set foJ:th.

9. When an existing customer calls 'the Company to inquire about Or order new,
additional or modified services (in-bound marketing), the Company' may use the
customer's CPNI to assist the customer for the duration of the customer's call if the
Company provides the customer with the oral notice guided by Sections 64.2008(c)
and 64.2008(f) of the FCC's Rules. .

6. Clutomel' Notification and Authorization Pl'ocess

The Company has established procedures, and trained employees responsible for
obtaining customer authorization to use CPNI for marketing purposes, regarding the
notice and approval requirements under the FCC's Part 64, Subpart U CPNI rules.
FCC's CPNI rules at Part 64, Subpart U, Section 64.2008.

7. Training

The Company has trained existing employees having access to, or occasion to use CPNI,
as to when they are and are not authorized to use CPNJ. For new employees having
access to, or occasion to use CPNJ, the .Company. will include such training as part of
employee orientation and training.

8. Disciplinary Process

The Company has in place a disciplinary process to address any unauthorized use of
CPNI where the circumstances indicate authorization is required under the FCC's Part
64, Subpart U CPNI rules.

9. Supel'Visory Review Pl'ocess fol' Outbound Mal'keting

The CompanY has established a supervisory review process regarding its coml'liance with
the rules in Part 64, Subpart U, for outbound marketing situations. Prior to any outbound
marketing effort, sales personnel must obtaln supervisory approval of t~e propose.d
outbound marketing use. MY approval of CPNI use for ~utbound marketlng efforts 1S

limited to CPNI not requiring prior customer authonzatton or, where poor customer
authorization is required, CPNI of customer~having give~ .the Company prior approval.
The Company malntains records of its comphance for a lllIDl1t1um of one year.


